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Advisory

New York's Proposed Cybersecurity Regulation
Risk Advisory No. 5 – Allied World by Justin M. Fabella

New York Governor Andrew Cuomo and the New York Department of Financial Services (NYDFS) have proposed
cybersecurity regulation that would impact a broad range of financial institutions (Regulation).[1] While the New York
regulators had good intentions to prevent data breach at financial institutions, complying with the Regulation will be
expensive and require extensive resources, expertise and time to implement. If the Regulation is passed by the state
legislature, the final version is expected to be implemented effective January 1, 2017 and the entities that fall within the
Regulation will have 180 days to comply.

Does the Proposed Regulation Apply to You?

The Regulation has broad application as it applies to all persons and entities that are regulated and/or supervised by the
NYDFS. The definition of "Covered Entities" in the Regulation includes any person or entity that operates under a license,
registration, charter, certificate or other authorization under an insurance law. Therefore, any insurance agent, broker,
agency or brokerage licensed in New York would fall within the Regulation, as well as any insurance company doing
business in New York.

The proposed regulation applies to all Covered Entities with a "Limited Exception" for those with (1) less than 1,000
customers in each of the last three years, (2) less than $5,000,000 in gross annual revenue in each of the last three fiscal
years and (3) less than $10,000,000 in year-end total assets, including assets of all affiliates. The Covered Entities will be
required to submit an annual Certification of Compliance to the NYDFS commencing January 15, 2018. If the Regulation
is adopted, New York would be the first state to pass cybersecurity requirements, but other states are expected to follow.

Highlights of the Regulation

A Covered Entity must establish a "Cybersecurity Program" that identifies internal and external cyber risks, prevents
unauthorized access to sensitive and nonpublic information and that is designed to detect, respond, mitigate and recover
from a cybersecurity event. The Covered Entity will also be required to establish a written Cybersecurity Policy that sets
forth the policies and procedures for protection of the information systems and the nonpublic information stored on those
systems. That is no small undertaking because, at a minimum, the policy must address at least the 14 enumerated areas
in the Regulation.

In addition, the Regulation requires the Covered Entity to hire or otherwise designate a qualified individual to serve as the
Chief Information Security Officer (CISO). The regulation allows the CISO to be outsourced to a third-party, but the
Covered Entity must designate a senior member to oversee that third party and require it to maintain its own cybersecurity
program. The CISO must draft at least two reports a year that "shall be made available to the superintendent upon
request."

Moreover, Covered Entities will be required to conduct annual risk assessments and employ, train and continually update
its cybersecurity personnel, or hire a qualified third-party to do so. The Regulation further requires the Covered Entity to
have penetration testing of its information systems at least annually and a vulnerability assessment each quarter. The
Covered Entity will also be required to implement and maintain an "audit trail system" that tracks, maintains and protects
the data necessary for the reconstruction of all transactions and the data logging of all privileged authorized users, among
other things. The audit trail records must be kept for at least six years.
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Impact of the Regulation on Insurance Agencies

The Covered Entities that do not qualify for the Limited Exception will need to invest the money, time and resources to
comply with the Regulation and to implement the required policies and procedures. That may require a retooling or
complete replacement of existing policies and the hiring, training or reallocation of staff members. What's more, as most or
all insurance companies will be subject to the Regulation, it is likely that those insurers will require the agents selling and
issuing their policies to comply as well, regardless of whether the agency is licensed in New York or falls within the Limited
Exception. This is especially true when the agency is a managing general agent for an insurance company and, in those
situations, the insurer may shift some of the burden and expense of complying with the Regulation to the agency.

In addition to the reporting, implementation, testing and training required under the Regulation, insurance companies may
conduct their own audits of their agents to ensure compliance with the Regulation and to otherwise confirm that
policyholder related data is protected. Although New York appears to be the first state to propose broad regulations
impacting financial institutions, it is expected that other states will follow suit and pass their own regulations for data
protection and breach. There is also a proposed federal legislation known as the Data Security and Breach Notification Act
of 2015, which if implemented, will govern how a covered entity responds to a data breach. Thus, the bright side of
complying with the Regulation is that the Covered Entities will undoubtedly have a leg up in complying with any
regulations that will be passed by other states or the federal government.                                                                                                                                                                                                  

[1] The proposed Regulation, 23 NYCRR 500 et seq.,can be found on the NYDFS website at http://www.dfs.ny.gov/legal/
regulations/proposed/rp500t.pdf.

This alert has been prepared by Hinshaw & Culbertson LLP to provide information on recent legal developments of
interest to our readers. It is not intended to provide legal advice for a specific situation or to create an attorney-client
relationship.


